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INTRODUCTION

The City processes numerous financial transactions through wire transfers®. The City’s
Investment Coordinator is responsible for initiating routine wire transfers as required for
payroll, employment taxes, benefit programs, and debt service payments. Non-routine wire
transfers are occasionally necessary. These include legal settlements and property
acquisitions.

Additionally, the City actively manages cash in order to maximize interest earnings while
maintaining adequate liquidity. Generally, short term investments (less than one year) are
competitively bid and invested in Certificates of Deposit (CD’s) issued by Qualified Public
Depositories. For longer term investments, a specific security is selected by the Investment
Coordinator based upon maturity and yield. This security is then bid among approved
brokerage companies. Maturities may be up to 5 years depending upon projected cash needs.
Approximately $495 million was invested as of September 30, 2005.

The City’s current banking services were obtained through a Request for Proposal in 2000
with Nations Bank, which subsequently was acquired by the Bank of America (BOA). The
contract has been renewed as provided in the original agreement. It includes a provision that
the collected balance in the City’s primary checking account, the pooled cash account, is to
be swept daily and transferred to an alternate interest account. This process is automatic and
provides for an interest rate equal to the Federal Funds rate less 10 basis points.

Authorized investments are controlled by Florida Statute and the City Charter. The Charter
limits investments to approved bank accounts, including CD's, and U. S. Government backed
securities, such as Treasury Notes.

Security purchases are held in book entry form in the City’s safekeeping account by the
BOA. Funds are not released by the bank until the securities are received. Safekeeping
receipts for the security purchases are mailed by the bank to the City’s Banking Division.

! For purposes of this report, all forms of electronic funds transfers will be considered wire transfers.



In September 2004, BOA Direct ® was implemented, which allows online processing of wire
transfers as well as administrative actions.

Wires fall into one of two categories:

Repetitive Wires. Most wires fall into this category. A template is established and then
approved by a supervisor. The Investment Coordinator or other authorized employees
process wires within the restrictions of the template. Only the dates and dollar amounts are
variable; recipients and routing instructions cannot be changed. This allows routine
transactions to be processed without requiring secondary approval.

Non-repetitive Wires. These are out of the ordinary transactions, such as land purchases or
legal settlements. They are initiated by the Investment Coordinator or other authorized
employees, approved by a Supervisor, and released by the bank upon verbal authorization of
the Chief Accountant. There were only four of these during the last nine months of the audit
period.

STATISTICS

Book Value of Investments 9/30/05°

U. S. Treasury Securities  $254,889,527
U. S. Agency Securities 150,516,013
Certificates of Deposit 91,300,000

$496,705,540

STATEMENT OF OBJECTIVES

This audit was conducted in accordance with the Internal Audit Department's FY06 Audit
Agenda. The objectives of this audit were to determine if:

1. The internal controls for the initiation and approval of non-repetitive wires were
adequate.

2. Adequate controls were in place to create, approve, and release repetitive wires.

3. Investments were in accordance with City Charter, established investment policy and
State Requirements; and that rates were properly calculated.

2 Market value of Treasury and Agency Securities was $249,004,537 and $146,955,050, respectively. The decline in
value is a normal market reaction to rising interest rates and is not significant if the securities are held until maturity,
which is expected.



STATEMENT OF SCOPE

The audit period covered wire transfers and investment activity that occurred from October 1,
2004, to September 30, 2005. Source documentation was obtained from the Banking
Division and from the Bank of America. Original records as well as copies were used as
evidence and verified through physical examination. BOA provided non-repetitive wire data
for the period January 1 to September 30, 2005.

STATEMENT OF METHODOLOGY

All non-repetitive wires during the period were examined. Authorization levels and controls
were examined for all repetitive wire templates. When appropriate, judgmental sampling
was used to improve the overall efficiency of the audit.

To achieve the audit’s objectives, reliance was placed on computer-processed data contained
in the City’s financial system (FAMIS). FAMIS was previously determined to be reliable
and no additional work was necessary. Based on these assessments and tests, we concluded
the data was sufficiently reliable to be used in meeting the audit’s objectives.

Reports generated by the BOA Direct system were compared with City records and found to

be in agreement. Some of the data presented by the Direct system, such as collected
balances, could not be independently verified.

STATEMENT OF AUDITING STANDARDS

We conducted our audit in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to afford a reasonable
basis for our judgments and conclusions regarding the organization, program, activity or
function under audit. An audit also includes assessments of applicable internal controls and
compliance with requirements of laws and regulations when necessary to satisfy the audit
objectives. We believe that our audit provides a reasonable basis for our conclusions.



AUDIT CONCLUSIONS

Based upon the test work performed and the audit findings noted below, we conclude that:

1. Control weaknesses existed with respect to the initiation and approval of non-repetitive
wires.

2. Control weaknesses existed with respect to the creation and approval of repetitive wire
templates.

3. Federal Agency securities were being purchased that were not in compliance with the
City Charter. Verification of interest rate calculations for securities and CD’s was being
performed, but not for the Alternate Interest Account. The Safekeeping account was not
being reconciled monthly.



SYSTEM CONTROL

Control steps are enumerated in Appendix | and presented graphically in Appendix II.

The control system is based upon dual control. No one person is supposed to be able to
process a wire from initiation through release. Without this control, inappropriate or
fraudulent wires could be made by one employee acting alone. The control systems in place
would discover such a transaction after the fact, but the risk involved requires preventive
controls in addition to detective controls.

A written BOA Delegation of Authority form, signed by the Mayor and Finance Director, has
been executed and filed with the bank. It grants the Chief Accountant® the authority to sign
bank documents on behalf of the City. Using this authority, the Chief Accountant executed
the BOA Direct Services Primary Administrator Authorization Form. This form designates
initial system administrators and control levels for different types of online actions. The
Chief Accountant and an Accountant 111 were the initial system administrators.

Once established, these administrators can:

e Add additional administrators.
e Assign user rights, such as initiating or approving non-repetitive wire transfers or
repetitive wire templates.

These actions are done online through the Direct System, and require one administrator to
initiate the action and another to approve it.

Administrative authority has been “handed down” as the two initial administrators retired.
Their replacements were named and a third administrator was added. While there is nothing
inappropriate with the persons now designated, senior management should control these
designations.

A more serious control weakness is the ability of the Chief Accountant to change system
control from dual to single authority using the Delegation of Authority form mentioned
earlier. If such a change was made, it would be possible to assign himself user rights to
create, approve, and release wires, circumventing the dual control process.

We confirmed that the current authorization does require dual control, but there is currently
nothing to prohibit that from being changed as described above.

® Due to retirement, the former Chief Accountant was replaced during the course of this audit. As used in this report, the
term “Chief Accountant” applies to the office holder at the time of any observation.



RECOMMENDATION 1

The City should revoke the existing Delegation of Authority and replace it with one
designating the Finance Director as the person authorized to sign on behalf of the city.
Written acknowledgement of the change should be obtained from the bank.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.

RECOMMENDATION 2

A policy requiring the Finance Director to approve changes in the Direct System
administrators should be established. The policy should prohibit the Finance Director from
being designated as an administrator.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.



RELEASE OF NON-REPETITIVE WIRES

Non-repetitive wires are currently set up to be initiated by the Investment Coordinator or
other authorized employees and approved by a supervisor. The supervisor normally
approving the wires has asserted that approval is to form of the wire only, not an approval of
the underlying transaction.

As an additional control, the verbal approval of the Chief Accountant is to be obtained by the
BOA for wires exceeding a dollar threshold. The Division’s understanding of the verbal
approval process differs from BOA'’s representation to us and documentation of the verbal
approval is unclear. Additionally, there is no back up in the event the Chief Accountant is
unavailable.

The Direct system is designed to allow a separate online release of wires, which appears
preferable to the current verbal authorization.

RECOMMENDATION 3

The online approval feature in BOA Direct should be evaluated for use by the Chief
Accountant or alternate senior management to release non-repetitive wires. If the online
method is adopted, the verbal authority now used for the bank to release non-repetitive wires
should be revoked. In addition, the supervisory approval may no longer be required. Written
procedures for non-repetitive wires should be established if the new approval process is
implemented.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.



REPETITIVE WIRE TEMPLATES.

Templates for repetitive wires are created when a new transaction is expected to be repeated
in the future. For example, the first time a new bank or brokerage firm receives funds for an
investment, a repetitive wire template is created. At a later date, additional investments
could then be made with this party without further approval. The wiring instructions cannot
be altered, only the date and dollar amount. Typically, the Investment Coordinator creates
the templates and a supervisor approves it. There is no further approval or release required
once the template has been approved. It would remain available until revoked.

The same perfunctory approval is being exercised over the templates as previously described
with respect to approval of non-repetitive wires, except there is no requirement for the Chief
Accountant to approve the template or release wires processed through the template.
Approval could be required to process a wire through an existing template, but that would
defeat the purpose of the template, which is to allow routine transactions to be processed
quickly.

We also found one employee who had been given user rights that would have allowed her to
create and approve repetitive wire templates, and process wires through the templates so
created. We brought this to the attention of the Division and it was promptly corrected, but it
points out how control weaknesses can occur even with dual control.

RECOMMENDATION 4

Responsibilities of the person approving templates should be clearly defined. Consider
having the Chief Accountant or other senior management approve new templates.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.

RECOMMENDATION 5

A procedure for granting user rights that would assist in identifying control weaknesses
should be established.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.



WIRING INSTRUCTIONS TO OTHER FINANCIAL INSTITUTIONS

The control of funds to be received from the redemption of CD’s has a weakness in that the
Investment Coordinator directs where the funds are to be sent. We noted that written
instructions for CD redemptions had been given to institutions by the Finance Director, but
acknowledgement was not obtained. Without acknowledgment, it may be difficult to fix
responsibility for a misdirected wire.

RECOMMENDATION 6

When relationships with new financial institutions are established, require that any incoming
wires must be directed to the appropriate City account, normally pooled cash. This should be
confirmed in writing by the receiving institution and kept on file. Acknowledgment from
existing relationships should also be obtained.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.

ALTERNATE INTEREST ACCOUNT IS NOT BEING RECONCILED

The City’s contract with BOA provides that collected balances on the City’s pooled cash
account are to be “swept” daily into an Alternate Interest Account.

The interest rate calculation had never been tested. We tested this account for the month of
September, using collected balances provided by BOA and comparing Fed Funds rates to the
Federal Reserve Statistical Release for the corresponding period. BOA uses the weekly
average, and we found a small error for one of the weeks. While the error was not material,
it does point out the errors can be made.

Interest on longer term investments are calculated and reconciled precisely, and the Alternate
Interest Account should be similarly calculated.

RECOMMENDATION 7

The interest rate calculation for the Alternate Interest Account should be reconciled on a
random basis.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.



AUTHORIZED INVESTMENTS

City Charter Section 7.10. Provides that:

“The director of finance ... is authorized to invest any funds of the city in United States
Government or United States Treasury bonds, certificates, notes or bills, or may arrange
interest-bearing time deposits with the depositories of the City...”

The City currently has about $150 million, or 30 % of total investments, in Federal Agency
Securities. These consist of:

e Federal National Mortgage Association
e Federal Farm Credit Banks
e Federal Home Loan Mortgage Corporation

Although these securities are generally considered very conservative, they are not backed by
the full faith and credit of the United States Government and do not meet the Charter
requirement. They generally yield a higher return than Treasury securities with similar
maturities. A comparison we made indicated a difference in yield of 30 basis points.

RECOMMENDATION 8

The City should stop investing in Agency securities.
Consideration should be given at an appropriate time to amending this charter provision to

allow the City to invest pursuant to Florida Statutes, as many other local governments do.
This would allow Agency securities to be purchased.

AUDITEE RESPONSE

We concur with this recommendation and will not purchase any additional Agency securities.
However, we do not expect to sell the Agency securities currently owned by the city, as they
were purchased in good faith that they were within investments allowed by the city charter,
they pose minimal risk to the city’s investment portfolio, and selling them could result in a
financial loss to the city. We will give thought to amending the city’s charter.

10



SAFEKEEPING ACCOUNT

Treasury and agency securities are held in book entry form in a safekeeping account at the
BOA. The account is reconciled to City records at the end of each fiscal year. As part of this
audit, we also reconciled the account and found no exceptions.

RECOMMENDATION 9

We recommend that the safekeeping account be reconciled monthly. It is a relatively simple
process and improves control.

AUDITEE RESPONSE

We concur with this recommendation and will take the steps as outlined.
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Appendix I

An overview of the control system is as follows:

1.

Mayor and Finance Director are named as signers on City accounts by Council
Resolution

Mayor delegates authority to sign documents on behalf of the City to the Finance
Director and the Chief Accountant on a BOA Treasury Services Delegation of Authority
form. Both positions are by name and either can act without the other.

Using this authority, Chief Accountant executes BOA Direct Primary Administrator
Authorization Form. This authorization form also establishes dual control for the
assignment of payment initiation rights.

System administrators assign user “rights” for various Direct system processes. Two
administrators must approve any rights involving payments, including initiating wires,
approving wires, releasing wires, creating repetitive wire templates, approving templates
and processing wires through approved templates. There is no release step with respect
to templates.

Authorized employee creates template or initiates non-repetitive wire.
Supervisor approves template or non-repetitive wire.

Authorized employee processes repetitive wire through approved template with no
additional approval required, or a non-repetitive wire is approved by a supervisor and
verbally released by the Chief Accountant.

Wire is processed per template or instructions.
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Appendix Il Flow chart-Designation/Authorization processes

Mayor delegates authority

to Chief Accountant and

Finance Director on bank
form (See Note 1)

A
Chief Accountant designates
system Administrators (See Note 2)
and control level (See Note 3)

\ 4

Administrators can add other
Administrators (See Note 4)

y

Authorized Employee Administrators assign user Authorized employee
creates Repetitive ¢ | “rights”, including initiation || creates Non-
Template and approval/release (See Repetitive Wire
Note 5)
A A
Authorized Authorized
Supervisor approves Supervisor
template approves wire
\ 4 A 4
Authorized Bank calls Chief
employee creates Accountant for
and releases wire release. (See Note
6
Wire sent per |, T )
instructions |
Notes
1. Authority to sign documents on behalf of the City. Either one may exercise this
authority. Must be in writing to the bank.
2. The Chief Accountant designated himself and one other employee.
3. Control level can be either dual control or single control. Dual control was selected for
approval of non-repetitive wires and repetitive wire templates.
4. The two Administrators have added three additional Administrators; the original two
have been deleted.
5. Two Administrators must approve rights to initiate, approve, or release wires or
templates. Transfers, inquiries, stop payments etc. require one approval.
6. We recommend this be changed to online release.
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