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INTRODUCTION

The Tampa Police Department (TPD) Communications Section is the Primary Public
Service Answer Point (PSAP) for the City of Tampa and backup for overflow from
surrounding jurisdictions. As 911 calls are received at the communications center,
operators perform various functions: call-taking, radio dispatch and administrative calls.

Emergency calls interface from the 911 system to the Computer Aided Dispatch (CAD)
system, from which they are dispatched to the specified location. Mobile Dispatch
Terminals (MDT) are widely used in police vehicles. The MDTs are laptop computers and
connectivity to the system is through cellular network technology. These units allow the
officers to access CAD to perform certain tasks directly rather than having to establish
voice communication with the communication center. The information that is recorded in
CAD is interfaced into the Records Management System (RMS). RMS is used to produce
reports for administrative purposes: statistics, staffing reports, etc. Police officers can
submit police reports via their laptops by using the MRE (Mobile Reporting Entry)
application.

TPD uses the Police Dispatch software suite from Versaterm Systems. RMS was

implemented in 1999. CAD was implemented in 2001. The last system upgrade for RMS
was done in 2002. The next upgrade for CAD and RMS is scheduled for early 2006.

STATEMENT OF OBJECTIVES

This audit was conducted in accordance with the Internal Audit Department's FY05 Audit
Agenda. The objectives of this audit were to ensure that:

1. Access to the Versaterm application suite was restricted to authorized personnel;

2. The physical environment protection for the application servers at the Communications
Center and access to them was adequate; and

3. A program change control methodology for Versaterm was in place.



STATEMENT OF SCOPE

The audit testing emphasized current status as of the 3™ quarter of the 2005 fiscal year
rather than historical issues. Source documentation was obtained from the Tampa Police
Department and Information Technology Services. Original records as well as copies were
used as evidence and verified through physical examination.

STATEMENT OF METHODOLOGY

Computer processed data was not used to arrive at our conclusions; therefore, we are not
required to assess or attest to the reliability of this type of data.

The sample size and selection used in our testing of application access was statistically
generated using a desired confidence level of 95%, expected error rate of 5% and a desired
precision of +/- 5%. Statistical sampling was used in order to infer the conclusions of test
work performed on a sample to the population from which it was drawn and to obtain
estimates of sampling error involved. When appropriate, judgmental sampling was used to
improve the overall efficiency of the audit.

STATEMENT OF AUDITING STANDARDS

We conducted our audit in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to afford a
reasonable basis for our judgments and conclusions regarding the organization, program,
activity or function under audit. An audit also includes assessments of applicable internal
controls and compliance with requirements of laws and regulations when necessary to
satisfy the audit objectives. We believe that our audit provides a reasonable basis for our
conclusions.

AUDIT CONCLUSIONS

Based upon the test work performed and the audit findings noted below, we conclude that:
1. Access to the Versaterm application suite was not restricted to authorized personnel;

2. The physical environment protection for the application servers and to them was
adequate, but could be improved; and

3. There were no change control procedures to monitor the vendor’s access to the
production systems.



While the findings discussed below may not, individually or in the aggregate, significantly
impair the Police Dispatch application suite, they do present risks that can be more
effectively controlled. Before we completed our audit, TPD Information Services,
Information Technology Services, TPD Criminal Intelligence Bureau and Building

Maintenance personnel implemented some of the Internal Audit Department's
recommendations.



APPLICATION PASSWORDS

Passwords are the front line of protection in computer security. While we may find them
annoying, and even take them for granted, it is important to remember why passwords are
important; passwords are often the first (and possibly only) defense against intrusion and
unauthorized access to a system. A password verifies that the user logging into the system
IS who he or she claims to be.

During our review of the security features we found that the CAD users “in the live mode”
sign on to the system using only their assigned user identification (ID). After further
investigation it was noted that the required use of a password is a system configuration
option. At the time of the CAD implementation, the decision was made to disable the
password field. That decision increased the risk of unauthorized access to the system.
Additionally, the PoliceCAD 6.3 Implementation Guide recommends not to disable the
password field.

RECOMMENDATION 1

The password field should be enabled and a password be required to access the CAD
system in the live mode.

AUDITEE RESPONSE (TPD Response)

The “live” CAD application requires a password and ID to be entered for access to the
application. Also, the “live” CAD application can only be accessed from the
Communications Center.



PROCEDURES FOR GRANTING SECURITY ACCESS

Access to CAD and RMS is controlled by security groups. Depending on the individual’s
job title, a user should be granted access to only the data that is needed to perform their job
duties. There is no documentation which defines what security group an individual should
be assigned. The City of Tampa Code, Section 2-46, requires all departments to “create
and maintain all records with adequate and proper documentation of the organization,
together with the functions, polices, procedures and essential transactions of the
department.” The effect of not defining and documenting the security group is that users
may be assigned excessive or unneeded access to data. This would allow them to enter
unauthorized data, gain inappropriate access and exceed authorized job responsibilities.
Documenting the security groups will make it easier to manage security.

RECOMMENDATION 2

The security groups in CAD and RMS should be documented and classified by job
function. This would limit the user to the appropriate level of access within the
applications.

AUDITEE RESPONSE (TPD Response)

TPD is finalizing a restructuring of the RMS security groups that will include a definition
of the groups. Regarding the CAD system, it has only four security groups: Call Taker,
Dispatcher, Supervisor and Non-Communications User. TPD IT has the capabilities of
producing system-generated information on each group and which individual users are
members of a particular group. Discussions will be held with the vendor regarding a more
automated method.



SECURITY ACCESS TO APPLICATION

In computer applications, user security defines the specific functions an individual user can
perform and what data they can access. Security Administrators have the responsibility of
establishing a new user’s access, revise access when an individual transfers to another
department and delete access when the individual terminates or retires from the City. A
process is in place where Human Resources notifies ITS when an individual terminates,
retires or transfers to another department. ITS then contacts the various application
Security Administrators regarding these individuals. We reviewed a statistical sample of
users with application access to CAD and RMS. Our test work disclosed active access for
several terminated, retired and transferred employees, access levels granted that exceeded
the individual’s level of job responsibility and access in production that was used in the test
environment and never deleted when the system was implemented. To ensure that the
access is appropriate, a periodic review of the application access should be done by the
Security Administrator. The CAD and RMS applications do not provide an efficient
method for reviewing access levels.

RECOMMENDATION 3

ITS and the TPD Security Administrator should perform a detail review of all active access
on the operating system and application level. Any access that is inappropriate or access
that remains from the test environment should be revoked.

AUDITEE RESPONSE (TPD Response)

TPD IT will conduct this review in conjunction (and prior) to the implementation of the
process identified as the TPD response to Recommendation 4.

AUDITEE RESPONSE (ITS Response)

In order to catch up and remove current unauthorized accounts, ITS will run a report of
active TPD and ITS names and payroll IDs and compare them to a report of existing users
on TPDCAD and TPDRMS and review with the TPD security administrator. 1TS will
handle identifying all non TPD access to be removed and TPD will forward all training and
TPD user accounts to be removed from Unix. TPD will revoke security rights within the
application to maintain the user names within the database for historical purposes. This
process will be conducted no less than once per year in order to audit any missed User
Account security updates that occur on an ongoing basis. The first review will commence
immediately and will be completed by October 31, 2005.



RECOMMENDATION 4

The current procedures to notify security administrators when employees terminate, retire
or are transferred should be evaluated. Without timely information for a change of
employee status, system access may not be terminated or revised to the proper level.

AUDITEE RESPONSE (TPD Response)

TPD has started an analysis to identify the current notification practices, assess their
weaknesses versus the objectives and make recommendations on improving the process.
This effort will include notification on personnel changes within TPD and COT ITS.

RECOMMENDATION 5

The TPD Security Administrator should perform a periodic review of CAD and RMS users
to determine if the access granted is appropriate. To facilitate the review, investigate the
feasibility of producing security administration reports. These reports, if possible, at the
minimum should list the users and their access levels, users with unique security profiles
and the users defined to specific security groups.

AUDITEE RESPONSE (TPD Response)

TPD is finalizing a restructuring of the RMS security groups that included reviewing all
“authorized users”. The output of this restructuring will be to assign the appropriate access
to personnel and eliminate any unnecessary access. TPD IT has the capabilities of
producing system-generated information on each group and which individual users are
members of a particular group. Discussions will be held with the vendor regarding a more
automated method. Regarding CAD, please see the response associated with
Recommendation 2, Recommendation 3 and Recommendation 4.



VENDOR ACCESS TO THE PRODUCTION SYSTEM

The contract and addendum to the contract with the software vendor Versaterm state that
Versaterm has appropriate “rights” to enable the vendor’s support representatives to
remotely analyze and diagnose reported software problems. These “rights” include
separate user 1Ds with the appropriate access to allow the vendor to implement program
changes. The vendor’s access to the production system is now available 24 hours a day, 7
days a week. This unlimited access is not stipulated in the contract or the addendums.

RECOMMENDATION 6

Vendor access should be revoked. TPD should coordinate with ITS to develop procedures
where the vendor is granted access only when program changes are to be implemented or
when the vendor needs access to diagnose system problems.

AUDITEE RESPONSE (TPD Response)

TPD supports this recommendation and will work with COT ITS on its implementation
immediately.



INSPECTION OF UPS SYSTEM AT THE COMMUINICATIONS CENTER

CALEA (Committee on Accreditation for Law Enforcement Agencies) procedures state in
the Communication Section 81.3.2 “a documented inspection and test of the alternate
power source is completed at least monthly or in conformance with manufacturer
recommendations.” The generators used to supply emergency or backup power to the
Communications Center are tested and inspected by the City’s Building Maintenance
Division in accordance with manufactures guidelines. These tests were documented in a
maintenance log. However, the semi-annual inspection and test of the UPS
(Uninterruptible Power Supply) is under contract to be performed by a vendor. Inspection
records indicate the last inspection was September 2004. Scheduling the vendor to perform
the maintenance was accomplished by the Communications Center staff; however, due to
personnel changes, it appears that the vendor was not contacted to perform the semi-annual
inspection due in March 2005.

RECOMMENDATION 7

The administration of the contract with the UPS inspection vendor should be transferred to
Building Maintenance. The contract with the vendor should be brought current and an
inspection of the UPS system scheduled.

AUDITEE RESPONSE (Building Maintenance Response)

The recommendation that Audit has proposed was addressed in July 2005. Building
Services (Maintenance) received a call from 911 Communications, late June 2005,
requesting assistance with funding and monitoring of the UPS contract. After the decision
was made, Building Services/Department of Public Works proceeded with obtaining a
quote and a purchase order was issued on July 26, 2005. The inspection was completed on
August 11, 2005. Building Services will continue to fund and monitor this contract and
assure that it remains current.



ACCESS TO THE COMMUNICATIONS CENTER SERVER AND EQUIPMENT
ROOMS

CALEA procedures state in the Communication Section 81.3. (b) “security measures for
the communications center are in place to protect equipment.” The Federal Systems
Controls Manual state that access should be limited to only authorized persons. The
servers for the CAD application and communications equipment reside in secured and
segregated rooms.

The Criminal Investigations Bureau (CIB) is charged with granting access to the server and
equipment rooms. When a new authority to enter the rooms is granted, the software that
controls the swipe card device is updated and a coded swipe card is issued to the person.
We reviewed the list of individuals who had access to the server and equipment rooms.
Individuals that were no longer City employees or employees that no longer require access
still had right of entry.

RECOMMENDATION 8

The individuals that no longer need access to the server and equipment rooms should have
the authority deactivated.

AUDITEE RESPONSE (TPD Response)

TPD proposes a 60-day time frame for access to the server rooms for any employee or
contractor that has been approved access. The CID Electronics Support Unit will submit a
list of employees whose access is about to expire 15 days prior to the actual access
expiration date. The appropriate TPD division or COT department will need to review the
list and indicate to the Electronic Support Unite (via email) those employees or contractors
that still need access to the server rooms. If no response is made then the access will
automatically expire on the 60" day. The system upgrade will allow for this process to run
efficiently.

RECOMMENDATION 9

A process to obtain notification for employees that terminate, retire or transfer should be
developed. This information should be used to identify personnel that have authorized
access, but no longer require it.

AUDITEE RESPONSE (TPD Response)

The response to Recommendation 4 will include this as part of its scope.
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RECOMMENDATION 10

A periodic review, at least semi-annually, of personnel on the access list to the secured
rooms should be performed to determine if they all continue to require access.

AUDITEE RESPONSE (TPD Response)

The response to Recommendation 4 and Recommendation 8 will include this as part of its
scope.

11



BEST PRACTICE FOR VPN DATA TRANSMISSION

Windows XP VPN (Virtual Private Network) is the method used for data transmission
between ITS and Versaterm. The VPN provides a dedicated communication line between
the two parties and has authentication and encryption features to protect the data from
outside and unauthorized users. Security practices from SANS (System Administration,
Audit, Network, and Security) recommend that VPN users be automatically disconnected
from the network after 30 minutes of inactivity and the absolute connection time on the
VPN be 24 hours. At the commencement of the audit, the security setting for inactivity
was set to 60 minutes and no absolute connection time limit was established.

RECOMMENDATION 11

The VPN security settings should be reset to the SANS standards.

AUDITEE RESPONSE

Response not required. ITS reset the security settings to SANS standards.
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